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GALISANLARIN KURUMSAL E-POSTALARININ VE DIGER
ILETiSIM ARAGLARININ iSVEREN TARAFINDAN
DENETLENMESINE ILISKIN ANAYASA MAHKEMESI
KARARI

Anayasa Mahkemesi, 5 Subat 2021 tarihli Resmi Gazete'de
yayinlanan 12 Ocak 2021 tarih ve 2018/31036 bagsvuru
numaral karari ile galisanlarin kurumsal e-posta hesabinin
iceriginin igveren tarafindan denetlenmesi ve ilgili icerigin is
iliskisinin feshi konusunda gerekce gdsterilmesi ile baglantili
olarak bu tir durumlarda kisisel verilerin ve haberlesme
harriyetinin korunmasi bakimindan gozetilmesi gereken ilkeleri
konu ile ilgili mevcut ictihatlarina uygun olarak tekrar ortaya
koymustur. Ayrica Anayasa Mahkemesi, somut olayda bu
ilkelerin uygulanmasi bakimindan da bir degerlendirmede
bulunarak s6z konusu ilkelerin hukuka uygun nitelikte
uygulanabilmesi hususunda yol gosterici bir karara imza
atmigtir.

Anayasa Mahkemesi ilgili kararinda, isverenin isyerinde
kullanima sundugu iletisim araclarinin isverene ait olmasi
nedeniyle s6z konusu iletisim araglari Uzerinde sinirsiz ve
mutlak bir gozetleme ve denetleme vyetkisinin kabul
edilmeyecegini ve bunun g¢alisanin demokratik bir toplumda
temel hak ve Ozgurliklerine isyerinde de saygi gosterilmesi
gerektigi yonundeki hakli beklentisiyle uyusmayacagini ifade
etmektedir. Mahkeme bu bakimdan, devletin pozitif
yukumlllikleri kapsaminda Anayasa Mahkemesinin ve
ozellikle ilk derece mahkemelerinin — somut olayin kosullarina
uygun distigi olgtide — belirli giivencelerin ¢alisanin temel hak
ve Ozgurliklerine midahale eden Uglincu kisi tarafindan
saglanip saglanmadigini denetlemeleri gerektigini ortaya
koymustur.

Anayasa Mahkemesi'nin ortaya koymus oldugu s6z konusu
glivenceler asagidaki sekilde 6zetlenebilecektir:

- Isverenin galisanin kullanimina sundugu iletisim araglarinin
ve iletisim igeriklerinin incelenmesinin hakli oldugunu gésteren
mesru gerekgeleri mevcut olmalidir. Bu bakimdan iletisim akisi
ile iletisim iceriklerinin incelenmesi arasinda ayrim yapilarak
iceriklerin incelenmesi bakimindan daha ciddi gerekgelerin
aranmasi gerekmektedir.

- Kisisel verilerin islenmesi sirecinin seffaf bir sekilde
gerceklestiriimesi ve bunun bir geregi olarak sureg ile ilgili
olarak calisanlar isveren tarafindan 6nceden bilgilendirilmis
olmalidir. S6z konusu bilgilendirme en azindan iletisimin
denetlenmesi ile kisisel verilerin islenmesinin hukuki dayanagi
ve amaglari, denetlemenin ve veri islemenin kapsami, verilerin
saklanacag! sure, veri sahibinin haklari, denetlenmenin ve
islemenin sonugclar ile verilerin muhtemel yararlanicilari
hususlarini icermelidir.

- Calisanin kisisel verilerinin korunmasini isteme hakkina ve
haberlesme hiirriyetine isveren tarafindan yapilan miidahale,
ulasilmak istenen amag ile ilgili ve bu amaci gerceklestirmeye
elverisli olmalidir. Bu amaci asacak sekilde sinirlama ya da
mudahaleye izin verilmemelidir.

- Isveren tarafindan calisanin kisisel verilerinin korunmasini
isteme hakkina ve haberlesme hirriyetine isveren tarafindan
yapilan midahalenin gerekli kabul edilebilmesi igin ayni amaca
daha hafif bir midahale ile ulagiimasi mimkin olmamall,
mudahale ulagilmak istenen amag¢ bakimindan zorunlu
olmalidir.

CONSTITUTIONAL COURT DECISION ON THE
INSPECTION OF EMPLOYEE CORPORATE E-MAILS AND
OTHER COMMUNICATION DEVICES BY EMPLOYERS

In its decision dated 12 January 2021 and numbered
2018/31036, published in the Official Gazette dated 5 February
2021, the Constitutional Court (“Court”), in line with its existing
precedents, set out the principles that employers should take
into account with respect to the protection of personal data and
the freedom of communication when inspecting the content of
employee corporate e-mail accounts and using such content as
a basis for termination of the employment relationship. The
Court also applied these principles to the case at hand and
rendered a decision guiding the lawful application of such
principles.

The Court further stated that employers do not have an
unrestricted right to review and inspect communication devices
issued to employees based on the fact that such
communication devices belong to the employer as this
approach is not in line with employees’ rightful expectation that
their fundamental rights and freedoms should be respected in
the workplace in democratic societies. Thus, the Court set forth
that the Constitutional Court and courts of first instance must
evaluate whether third parties who intervene in employees’
fundamental rights and freedoms provided certain assurances
- to the extent applicable to the instant case - within the scope
of the State’s positive obligations.

The assurances that the Constitutional Court has set out may
be summarized as follows:

- There should be legitimate reasons justifying the inspection of
the communication devices that the employer provided to the
employee and the content of the communications made
through such devices. In this respect, a distinction should be
made between the inspection of communication traffic and the
inspection of the content of such communication, and stronger
reasons must be provided to justify content inspections.

- The processing of personal data should be carried out in a
transparent manner and the employer should notify employees
in advance of any processing activities accordingly. Such
notification should at a minimum include the legal grounds for
the inspection, the purpose of the inspection, the scope of the
inspection, the results of the inspection with respect to the
employee’s communication and the processing of personal
data, the retention period for such personal data, the rights of
the data subject, and potential beneficiaries of the personal
data.

- An employer’s intervention in an employee’s right to request
the protection of their personal data and freedom of
communication should be related to and necessary for the
purpose of the investigation. No restriction or intervention
should be allowed beyond this purpose.

- In order for an employer’s intervention in an employee’s right
to request the protection of their personal data and freedom of
communication to be deemed necessary, the intervention
should be mandatory to achieve the ascribed purpose and
there must not be a less intrusive method available.

- The conflicting interests and rights of the parties should be
fairly balanced taking into consideration the consequences and



- lletisim incelemesinin muhatabi galisan (izerindeki etkisi ve
calisan bakimindan sonuglari géz 6ninde tutularak taraflarin
gatisan menfaat ve haklar adil bir bigimde dengelenmelidir.

Mahkeme, yukarida belirtilen ilkelerin somut olaya
uygulanmasi neticesinde, ilk derece mahkemesi tarafindan
pozitif yikimluliklerin yerine getirildiginin anlagildigini ifade
ederek somut olayda bagvurucunun Anayasa’nin 20.
maddesinde giivence altina alinan kisisel verilerin korunmasini
isteme hakki ve Anayasa’nin 22. maddesinde glivence altina
alinan haberlesme hurriyetinin ihlal edilmedigi yoninde karar
vermistir.

Mahkeme bu sonuca ulasirken 6zellikle su hususlari dikkate
almustir:

- Cok sayida galisani istihdam eden ve kurumsal olarak finans
hizmeti veren igveren tarafindan kurumsal e-posta hesabinin
iletisim akisina ve igerigine erisilecek sekilde kullanima
sunulmasinin somut olayda igyerinin yonetimi bakimindan
mesru bir menfaat tesgkil etmesi ve ayrica hedeflenen amaci
saglamaya elverisli bir yontem olmasi,

- Acik bir bilgilendirme yapilmasi halinde isverenin kurumsal
e-postayl incelemeden O6nce ¢alisanin ayrica rizasinin
alinmasinin  beklenemeyecegi ve bilgilendirme sonrasi
isverenin denetleme yetkisine iliskin bir itiraz serh edilmedigi
surece galigsanin rizasinin mevcut oldugu,

- Calisanin kullanimina sunulan kurumsal e-postanin
denetlenebilecedi ve denetim usulline iligkin is s6zlesmesi
kapsaminda 6nceden agikga bildirim yapilmis olmasi ve ayrica
calisanin is sozlesmesini imzalayarak is soOzlesmesinde
belirlenen s6z konusu denetleme usuli ve yetkisine riza
go6stermis oldugunun kabull gerekliligi.

- Bu karar ile birlikte igverenlerin galisanlara temin ettikleri
kurumsal e-posta hesabi gibi iletisim araglarini izlerken s6z
konusu iletisim araglari kapsaminda elde edilen verilerin daha
sonra sirket i¢i sorusturmalar veya diger benzeri amaglar ile
hukuka uygun olarak kullanilabilmesi bakimindan g6z éniinde
bulundurmasi gereken ilkeler Anayasa Mahkemesi tarafindan
mevut igtihatlari ile uyumlu olarak tekrar vurgulanmis olup ilgili
iletisim araglarinin  hukuka uygun olarak izlenebilmesi
bakimindan yol gdsterici bir karar ortaya konulmustur.
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impact the inspection of the communication may have on the
respective employee.

When applying the abovementioned principles in the case at
hand, the Court decided that the applicant’s right to request the
protection of personal data, as guaranteed by Article 20 of the
Constitution, and the freedom of protection, guaranteed by
Article 22 of the Constitution, were not violated and stated that
the court of first instance had fulfilled its positive obligations.

The Court based its decision on the following facts in particular:
- The employer, who employs a large number of employees
and provides corporate financial services, providing corporate
e-mail accounts to its employees and having access to the
communication flow and content of the communications
stemming from these e-mail accounts falls within the scope of
legitimate interest for management of the workplace and this
access is an adequate method for the intended purpose.

- If the employee is explicitly informed of the inspection, the
employer cannot be expected to obtain the employee's consent
before inspecting the corporate e-mail account and the
employee’s consent is considered present unless they objects
to the employer’s authority to inspect the corporate e-mail
account after being informed of such inspection.

- An employee consents to the employer’s authority to inspect
corporate e-mail accounts and the method of investigation by
signing the employment agreement whereby the employee is
explicitly informed in advance about the employer’s authority to
inspect the communication and the method for such
investigation.

With this decision, the Constitutional Court, in line with its
existing precedents, emphasized the principles that employers
should take into consideration when reviewing the
communication devices they provide employees, including
corporate e-mail accounts, for the purposes of using the data
obtained from such communication devices for internal
investigations and other similar activities in a lawful manner
and rendered a decision guiding the lawful application of
reviewing the respective communication devices.
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