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KISISEL VERiLER!N KORUNMASI ACISINDAN
COVID-19 ISYERI TEDBIRLERI

COVID-19'un Turkiye'deki etkisinin artmasiyla birlikte,
isyerlerine girislerde c¢alisan ve ziyaretcilere COVID-19
semptom goézlemi ya da ayni amagla bilgi toplanmasi veya
saglik kontroli yapilmasi gibi tedbirler alindigi gorilmektedir.
COVID-19 tedbirleri kapsaminda yapilan semptom kontrolleri,
kisisel verilerin ve kigisel saglk verilerinin islenmesi anlamina
gelebileceginden, isverenlerin  s6z konusu tedbirleri
uygulamaya alirken Kisisel Verilerin Korunmasi Kanunu
(“Kanun”) kapsamindaki ylkimlaluklerini de géz 6niine almasi
gerekmektedir.

COVID-19 igyeri Tedbirleri

Tum dinyada oldugu gibi Turkiye’de de alinan igyeri tedbirleri
kapsaminda, isyeri girisine termal kamera yerlestiriimesi,
calisan ve ziyaretcilerin viicut sicakliklarinin dlgimlenmesi,
giris yapan kisilerin anket doldurmasi, kendileri ile temas
ettikleri kigilerin saglik durumlarina iligkin bilgiler alinmasi gibi
yontemler izlendigi goériilmektedir. isverenler, is Saghg ve
Guvenligi Kanunu gergevesinde galisanlari isyerindeki saglk
ve guvenlik risklerine kargin saglik gozetimine tabi tutmakla ve
bu amagla gerekli 6nlemleri almakla yiakimli kinmistir.

idare de isverenlerin bu dénemde COVID-19'a karsi tedbirler
almasini tesvik etmektedir. Aile, Calisma ve Sosyal Hizmetler
Bakanligr’'nin isyerlerine yonelik hazirladigi 20 Mart 2020 tarihli
COVID-19 rehberinde’, calisanlara ise baglamadan once ates
Olger ile ates 6lgimu yapilmasi gerektigi belirtiimektedir. Sanayi
ve Teknoloji Bakanligr'nin organize sanayi bolgeleri, fabrikalar
ve teknoparklar gibi tretim merkezlerine yonelik 22 Mart 2020
tarihli bilgi notu? ile, isyerlerine girislerde istisnasiz tim
calisanlarin atesinin olglimesi gerektigi, 37,8 Uzeri atesi
olanlarin igyerine girmemesi, ates vb. diger semptomlar
tastyanlarin galistinimamasi gerektigi belirtiimistir. Emniyet
Genel Midirligi'rne bagh Ozel Giivenlik Denetleme
Baskanligi tarafindan 23 Mart 2020 tarihli valiliklere yonelik
yazida® ise, 6zel glvenlik gorevlilerinin ziyaretgilerin ategini
6lgmesinin makul bir uygulama oldugu ve salgin siresince,
6zel guvenlik gorevlilerinin 6nceden egitim almak kaydiyla
termal kamera ve gelismis ates Olger ile 6lgim yapmasinda
sakinca gortlmedigi belirtilmigtir.

DATA PROTECTION AND THE MEASURES TAKEN IN
THE WORKPLACE IN RESPONSE TO COVID-19

As the impact of the COVID-19 pandemic continues to grow in
Turkey, it is becoming increasingly more common for
employers to collect employee and visitor data at workplace
entrances for the purposes of health monitoring and screening
for COVID-19 symptoms. Control measures such as screening
for COVID-19 symptoms may be considered the processing of
personal data or personal health data and employers should
therefore consider their obligations under the Turkish Data
Protection Law (“TDPL”) while carrying out such measures.

Measures Taken in the Workplace in Response to
COVID-19

Just like the rest of the world, employers in Turkey have started
taking measures to combat the spread of the COVID-19
pandemic including using thermal cameras at workplace
entrances, measuring employees’ and visitors’ body
temperatures, or requesting employees and visitors to fill out
questionnaires requesting information such as the health
conditions of individuals with whom they have had contact.
Employers are in fact obliged to take adequate
health-monitoring measures in the workplace to protect their
employees from health and safety risks as per the Law on
Occupational Health and Safety.

Several governmental agencies have encouraged employers
to take measures against the COVID-19 pandemic in this
period as well. The Ministry of Family, Labor, and Social
Services published guidelines’ on 20 March 2020, which state
that employers should measure the temperature of employees
before starting work. The Ministry of Industry and Technology
published an announcement? on 22 March 2020 addressing
production facilities, such as organized industrial zones,
factories, and technoparks. The announcement stated that
employers should measure the temperatures of all employees
without exception at the entrance of the workplace, employees
with temperatures over 37.8 should not enter the workplace,
and employees with fevers and other symptoms should not be
permitted to work. The Private Security Inspection Department
of the Security General Directorate sent a letter® to
governorships on 23 March 2020 stating that it is appropriate
for private security officers to take the temperature of visitors
provided they are first trained for this application and
authorizing private security officers to measure temperatures
via thermal cameras or advanced thermometers during the
pandemic.

1 https://www.ailevecalisma.gov.trlisggm/haberler/koronavirus/ (only in Turkish)
2 https://www.sanayi.gov.tr/medya/haber-detayi/gLAY[4bl8x47 (only in Turkish)

3 https://www.egm.gov.tr/ozelguvenlik/ozel-guvenlik-gorevlilerinin-ates-olcer-cihaz-kullanimi-hk (only in Turkish)



Kisisel Verilerin Korunmasi Kapsaminda Saglik Verilerinin
Islenmesi

Kanun ve Kisisel Verilerin Korunmasi Kurumu'nun (“KVKK?”)
ikincil mevzuati, veri sorumlularin saglik verilerini hangi
hallerde isleyebilecegini diizenlemektedir. Saglik verileri, her
ne kadar salginla micadele kapsaminda mesru amaglarla ve
isverenin mevzuattan kaynaklanan yukumlaliklerini
gerceklestirmek icin islense bile, Kanun’a aykiri oldugu
takdirde, hukuka aykiri olarak degerlendirilebilecektir.

Isyeri hekimi

Calisanlarin vicut sicakligi, kisinin veya yakininin COVID-19
semptomu gosterip gostermedigine iligkin bilgiler, Kanun
kapsaminda kisisel saglik verisi olup, 6zel nitelikli kisisel veri
olarak korunmaktadir. Kanun’un 6. maddesine gore saglk
verileri, kural olarak ilgili kisinin acgik rizasi olmaksizin
islenemez. Saglik verilerinin islenmesi i¢in agik riza aranmayan
tek istisnai durum, saglik verilerinin, kamu saghginin
korunmasi, koruyucu hekimlik, tibbi teshis, tedavi ve bakim
hizmetlerinin yuratilmesi, saglk hizmetleri ile finansmaninin
planlanmasi ve yonetimi amaciyla, sir saklama yikimlulugu
altinda bulunan kisiler (6rn. isyeri hekimi) veya yetkili kurum ve
kuruluslar tarafindan islenmesidir. Bunun haricindeki kisilerce
(6rn. igverenin IK birimi ya da idari personeli tarafindan) saglik
verisi igslenmesi halinde ilgili kisiden acik riza alinmasi
gerekmektedir.

Kanun'’da salgin hastalik halinde, kamu saghdinin ya da
isyerindeki is sagliginin korunmasi bakimindan sir saklama
yukumlaligu bulunan kigiler haricinde, isveren de dahil olmak
Uzere higbir kisiye saglk verilerinin agik riza olmaksizin
islemesine yonelik istisna taninmamaktadir.

COVID-19 tedbirlerinin Kanun’a uyumu bakimindan, isyerine
giris yapan her kisiden acik riza alinmasi makul veya
uygulanabilir degildir. Calisanlardan daha evvel saglik verileri
icin acik riza alinmigsa bile, buna dayanarak katilimi zorunlu bir
islem yapilmasi da kural olarak uygun olmayacaktir. Bu
nedenle, igverenlerin COVID-19 tedbirleri kapsaminda
yapacag! tarama, anket, semptom gozlemleme vb. sireglerin
bizzat isyeri hekimi ya da sir saklama yukimlGliga olan sair
saglik personeli tarafindan yapilmasi uygun olacaktir. Bu
uygulama, sartlar itibariyla mimkun degilse ve bunlar digindaki
kisilerce 6lcim yapilacaksa Kanun’a aykirilik riski dogacaktir.
Emniyet Genel Mudurliagi'ndn 6lgim isleminin 6zel guvenlik
gorevlileri tarafindan yapilmasina yonelik olumlu gorusd, ilgili
mevzuata yonelik olup, Kanun’'un 6. maddesi igin bir istisna
teskil etmemektedir. Bu suregte, sir saklama yukimluluga olan
kisiler haricinde gerek 6zel glvenlik goérevlileri gerek sair
personelin gérev almasi halinde, riski minimize etmek igin
surecin en azindan igyeri hekimi yonetim ve godzetiminde
yuritilmesi ve suregte gorev alan kisilerle gizlilik s6zlesmeleri
imzalanmasi disiinulebilir.

Olgiiliiliik ve veri minimizasyonu

KVKK da dahil olmak tzere, pek ¢ok Ulkenin kisisel veri koruma
otoriteleri, COVID-19’a kargi alinan tedbirler ile kigilerin
haklarinin  korunmasi arasindaki dengenin  korunmasi
acisindan kamuoyuyla goris paylasmistir. AB Ulkelerinin
otoriteleri arasinda gorus ayriliklari olmakla birlikte; cogunluk
gorusl, calisgan ve ziyaretcgilerin sistematik olarak vucut
sicakliklarinin  dlgimlenmesi, tibbi bilgilere iliskin anket
doldurulmasi gibi uygulamalarin élgululik prensibi bakimindan
GDPR’a uygun olmadigi yonindedir. GDPR’'da saglik
verilerinin igslenmesi, Kanun’a kiyasla daha esnek kurallara tabi
olmasina ragmen, ¢ogunlukta olan bu olumsuz géris bilhassa
dikkat ¢ekicidir.

Data Protection and Processing Health Data

The TDPL and the secondary legislation of the Personal Data
Protection Authority (“DPA”) set forth the conditions in which
data controllers may process health data. Even if health data is
processed within the scope of measures against the pandemic
and is processed for legitimate purposes and to carry out the
legal obligations of the employer, the processing may still be
deemed unlawful if the employer fails to comply with the TDPL.

Workplace doctor

Information regarding an employee’s body temperature and
information on whether the employee or his/her relatives have
COVID-19 symptoms constitutes personal health data under
the TDPL and is thus protected in the context of special
categories of personal data. As per Article 6 of the TDPL, in
principle, health data cannot be processed without explicit
consent from the data subject. The only exception to
processing health data without explicit consent is if the
processing is done by a person or authorized public institution
or organization that is subject to a confidentiality obligation (i.e.,
workplace doctor) and the data is processed for the purposes
of protecting public health, preventive medicine, medical
diagnosis, treatment and nursing services, planning and
management of healthcare services, or financing thereof.
Where health data is processed by any other person (i.e., the
employer’'s HR or administrative personnel), explicit consent
must be obtained from the data subject.

The TDPL provides no exceptions for processing personal
health data without consent by persons other than those that
have a confidentiality obligation, including the employer itself,
even for the purposes of protecting public health in the
workplace during a pandemic.

In terms of compliance with the TDPL when implementing the
workplace measures taken in response to COVID-19, obtaining
explicit consent from each person entering the workplace is
neither reasonable nor practical. Even if the employer had
previously obtained explicit consent from its employees to
process health data, engaging in activities that result in the
mandatory processing of personal data on such grounds would
not be compliant in principle. Therefore, it would be best for the
workplace doctor or other healthcare personnel who are under
a confidentiality obligation to carry out COVID-19 related
measures such as health screening, questionnaires, and
symptom monitoring. If circumstances do not allow such
practice and other persons must process the relevant health
data, there is a risk of violating the TDPL. It is important to note
that the opinion of the Security General Directorate endorsing
private security officers to carry out temperature readings only
concerns the relevant legislation and does not constitute an
exception to Article 6 of the TDPL. If the relevant procedures
are performed by private security officers or other personnel,
i.e., other than those under a confidentiality obligation, in order
to minimize the risk, the company may consider carrying out
such procedures under the management and supervision of the
workplace doctor and to have those involved in the procedures
sign confidentiality agreements.

Proportionality and data minimization

The data protection authorities of numerous countries,
including the DPA, have shared their opinion with the public
with respect to finding the balance between the measures
taken against the spread of COVID-19 and the protection of
personal rights. Notwithstanding the fact that there is a
divergence of opinion between the data protection authorities
of EU countries, the majority opinion argues that practices such
as systematically measuring the body temperatures of
employees and visitors and requesting questionnaires to be
filled out with regards to health information are not in conformity
with the GDPR in terms of the principle of proportionality. Even
though the GDPR’s rules on the processing of health data are
relatively more flexible than under the TDPL, this adverse
opinion is notable.



Turkiye bakimindan KVKK da 27 Mart 2020 tarihli
duyurusunda®, COVID-19 6nlemleri kapsaminda ve Kanun’un
6. maddesine uygun dahi olsa, ilgili veri isleme faaliyetlerinin
amagla baglantili, sinirli ve Olglli  olmasi gerektigini
vurgulamistir. KVKK, isyerine girigte galisanlar ve ziyaretgilere
ates 6lguimu yapilmasi ve bilgi talep edilmesine yonelik islemler
yapilmasi igin igverenlerin gereklilik ve olgulilige bagli ve risk
degerlendirmesine dayanan (isyerinde kronik rahatsizligi olan
calisanlarin varhigi, halk saghg: yetkililerinin talimatlar gibi)
gucli bir gerekgesi olmasi gerektigine deginmistir.

Yabanci veri koruma otoritelerinin gorusleri ve KVKK'nin
duyurusu degerlendirildiginde, saglik verisi isleme sureglerinin
Kanun bakimindan da amagla baglantili, sinirli ve 8l¢ili olmasi
gerekmektedir. Bu nedenle, sistematik saglik verisi isleme
sureglerinin, igyeri hekimi tarafindan yurutilse bile prensip
olarak Kanun anlaminda riskli oldugu unutulmamaldir.

Bu gergcevede, saglik verisi islenmesi anlamina gelen bir tedbir
alinacaksa, anketlerin isleme amaci bakimindan d&lgisiz
sorular icermemesi, uguncl kisilere iliskin saglik verileri
toplanmasindan kaginiimasi, anket sonuglarinin isyeri hekimi
tarafindan degerlendirilmesi, belirti gosterenlerin  hekim
muayenesi gergeklestirilerek verilerinin sadece muayene formu
cercevesinde saklanmasi, anket veya sicaklik 6lgim
sonugclarinin ayrica saklanmamasi ve anketler ile olusan diger
saglik verilerinin mumkin olan en kisa sure iginde imha
edilmesi 6nerilmektedir.

Aydinlatma

COVID-19 tedbirleri kapsaminda hayata gegirilen yeni
uygulamalar kapsaminda islenen saglk verileri ve diger kisisel
veriler agisindan, ilgili kisilerin aydinlatiimasi gerekmektedir. Bu
amagla, calisanlara uygulamayla ilgili olarak e-posta yoluyla
duyuru yapilmasi ve uygulamanin yapildigi alanda herkesge
gortlebilir sekilde ya da anket formu lizerinde, hangi kisisel
verilerin hangi amagla kim tarafindan islendigi ve varsa uglinci
kisilerle paylasimlarla ilgili bilgileri igerir bir agiklama yer almasi
onerilmektedir. Konuyla ilgili olarak iletilebilecek sorular
acisindan da bizzat islemi gergeklestiren kisilerin ilgili kisileri
veri igsleme Oncesinde bilgilendirilmesi de diistnlebilir.

Teknik ve idari tedbirler

Saglik verilerinin saklanmasi ve islenmesi bakimindan,
KVKK’nin  2018/10 sayili karariyla® belirlenen 6nlemlerin
alinmasi zorunludur. iigili karar gergevesinde, isverenlerin ilgili
COVID-19 tedbirlerinde goérev alacak calisanlarla, saglk
verilerinin saklanacag fiziksel ve elektronik ortamlarla ve olasi
veri aktarimlariyla ilgili olarak saglik verilerinin givenligini
saglamak amaciyla cesitli teknik ve idari tedbirler almasi
gerekmektedir.

Saglikli giinler dileriz.

As for Turkey, in its announcement dated 27 March 2020,* the
DPA emphasized that even if data processing is conducted
within the scope of the measures taken in response to
COVID-19 and is in conformity with Article 6 of the TDPL, the
data processing should be related to the purpose, should be
limited, and should be proportionate to the intended use. The
DPA mentioned that with regard to measuring the temperatures
of employees and visitors who are entering the workplace and
processes using information requests, employers should have
a strong justification indicating the necessity and proportionality
of the processing that should be based on a risk assessment
(such as the presence of employees with chronic diseases or
instructions from public health authorities).

Considering the opinions of foreign data protection authorities
and the announcement made by the DPA, in order to comply
with the TDPL, data processing must be done in furtherance of
the intended purpose (i.e., public health and safety), must be
limited, and must be proportionate to the intended use.
Therefore, employers should note that in principle, the
systematic processing of health data is risky in terms of its
compliance with the TDPL even if the workplace doctor is the
one processing such data.

Within this framework, if the measures taken constitute the
processing of health data, any questionnaires used should not
include questions disproportionate to the purpose of the data
processing, questions concerning the health data of third
parties should be avoided, the results of the questionnaire
should be evaluated by the workplace doctor, persons showing
symptoms of COVID-19 should be examined by the workplace
doctor, and their health data should be only kept as part of the
medical examination records. The results of the questionnaires
or body temperature measurements should not be kept
individually and any data obtained through questionnaires
should be destroyed at the earliest time as possible.

Privacy notice

Data subjects must be notified with respect to health data and
other personal data processed within the scope of the new
practices implemented to prevent the spread of the COVID-19
pandemic. Employers should announce the said practices to
employees via e-mail and must post clearly visible notices in
the relevant areas or include such notices in their questionnaire
forms explaining to the data subjects whose personal data is
being processed, the purpose of the data processing, and
information on the transfer of personal data to third parties, if
any. Considering that the data subjects may ask questions
before or during the procedure, the persons carrying out the
procedures may also consider informing the data subjects
directly.

Technical and organizational measures

Employers processing or storing health data must implement
the measures determined under the DPA's resolution
numbered 2018/10.5 To maintain the security of health data,
employers must take the adequate technical and administrative
measures determined in the DPA’s resolution with respect to
employees affected by the measures implemented in response
to COVID-19 with regard to the physical and electronic media
on which health data will be stored as well as any potential data
transfers.

We wish you good health.

4 https://Kanun.gov.tr/Icerik/6721/KAMUOYU-DUYURUSU-Covid-19-ile-Mucadele-Surecinde-Kisisel-Verilerin-Korunmasi-Kanunu-Kapsaminda-

Bilinmesi-Gerekenler- (only in Turkish)
5 https://kvkk.gov.tr/lcerik/4110/2018-10 (only in Turkish)
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