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Kisisel Verileri Koruma Kurulu tarafindan yayimlanan 15 Subat
2019 tarihli duyuru ile veri ihlali bildirimine iligskin detaylar
belirlendi

6698 sayili Kisisel Verilerin Korunmasi Kanunu ("KVKK") uyarinca,
veri sorumlusuna, isledigi kisisel verilerin kanuni olmayan yollarla
baskalari tarafindan elde edilmesi halinde bu durumu en kisa
surede ilgilisine ve Kisisel Verileri Koruma Kurulu'na ("Kurul")
bildirmesi ylkumlGlugu getirilmis ve Kurul'un, gerekmesi hélinde, bu
durumu kendi internet sitesinde ya da uygun gdérecegi bagka bir
yontemle ilan edebilecegdi hikme baglanmistir.

Kisisel Verileri Koruma Kurumu tarafindan 15 Subat 2019 tarihinde
yayimlanan 24.01.2019 tarih ve 2019/10 sayili Kurul karar
("Karar") ile ihlal durumunda yapilmasi gereken basvurunun
kurallari netlestiriimistir. Karar kapsaminda asagidaki dizenlemeler
getirilmigtir:

1 - Veri ihlalinin Bildirilecegi Siire

KVKK kapsaminda ihlal halinde bildirimin "en kisa slrede"
yapilacag! belirtiimekle birlikte, bu sireye iligkin herhangi bir
aclklama bulunmamaktaydi. Karar kapsaminda Kurul "en kisa
slirede" ifadesinin 72 saat olarak yorumlanmasina karar vermistir.

Su halde, veri ihlaline iligkin bir durum olmasi halinde veri
sorumlusunun bu durumu 6grendigi tarihten itibaren gecikmeksizin
ve en ge¢ 72 saat iginde Kurul'a bildirmesi gerekmektedir. Karar'da
ayrica veri sorumlusu tarafindan Kurul'a hakh bir gerekge ile 72
saat icinde bildirim yapilamamasi hélinde, yapilacak bildirimle
birlikte gecikmenin nedenlerinin de Kurul'a agiklanmasi gerektigi
ifade edilmistir.

2- Veri ihlalinin Bildirimi igin Bagvuru Formu

Basvurularin Karar ile birlikte yayimlanan Kisisel Veri ihlal Bagvuru
Formu ("Bagvuru Formu") ile yapilacagi belirtiimistir. Bu Basvuru
Formu altinda birgok baslk altinda bagvuruyu yapan kisiden bilgi
talep edilmektedir. Dider bilgilerin yaninda, (i) ihlale iliskin bilgiler
(ilk bildirim mi yoksa takip bildirimi mi oldugu, ihlalin gergeklesme
ve tespit zamani, ihlalin kaynagi, ihlalden etkilenen kisisel veri
kategorileri, etkilenen tahmini kisi ve kayit sayisi, etkilenen ilgili kisi
gruplari ve etkileri, ihlal bildirimine iliskin gecikme olmasi halinde
buna iligkin bilgiler), (ii) ihlalin ilgili kisilere ve organizasyona olasi
sonug ve potansiyel etkileri gibi bilgiler, (iii) varsa siber saldiriya
6zgu sonuglar, ve (iv) alinan énlemlere iligkin bilgiler istenmektedir.

Basvuru Formu altinda agiklanan hususlara iliskin destekleyici
belgeler de forma eklenecektir.

3- inlalden Etkilenen ilgili Kigilerin Bilgilendirilmesi

KVKK kapsaminda veri sorumlularinin veri ihlali halinde ilgili kisilere
bildirimi dlizenlenmisti. Karar kapsaminda veri ihlalinden etkilenen
kisilerin belirlenmesini muteakip, bu kisilere makul olan en kisa sire
icerisinde, ilgili kisinin iletisim adresine dogrudan, bu adres yoksa
veri sorumlusunun kendi internet sitesi izerinden yayimlanmasi gibi
uygun yontemlerle bildirim yapilacag belirtilmistir.

4- Veri ihlallerine iligkin Kayit Tutma YiikiimlGlGgi

Karar'da veri sorumlusu tarafindan veri ihlallerine iligkin bilgilerin,
etkilerinin ve alinan 6nlemlerin kayit altina alinmasi ve Kurul'un
incelemesine hazir halde bulundurulmasina karar verildigi ifade
edilmistir.

5- Veri ihlali Miidahale Plani Olusturma Yiikiimliiliigii

Karar'da, veri ihlali gergeklesmesi halinde veri sorumlusu tarafindan
kendi nezdinde kimlere raporlama yapilacadi, KVKK kapsaminda
yapilacak bildirimler ile veri ihlalinin olasi sonuglarinin
degerlendiriimesi hususunda kendi iginde yetkili ve sorumlu olarak
belirlenen kisiye iligkin bilgi gibi konulari igeren bir veri ihlali
midahale plani hazirlanarak belirli araliklarla bu planin gézden
gegirilmesi yakimluluga getirilmigtir.

6- Yabanci Veri Sorumlularinin Bildirimi
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The Data Protection Board Has Announced Details Regarding
Data Breach Disclosures on 15 February 2019

The Data Protection Law No. 6698 ("DPL") requires data controllers
to notify data subjects and the Data Protection Board ("Board") as
soon as possible in the event that processed personal data is
accessed by third parties through unlawful means. The Board,
when necessary, may announce such breach on its official website,
or through other means that it deems appropriate.

The rules and procedures in case of a breach have been clarified
with a resolution of the Board dated 24 January 2019 and
numbered 2019/10, which was published by the Data Protection
Authority on 15 February 2019 ("Resolution"). A summary of the
Resolution is as follows:

1- The Timeline for Disclosing Breaches

Although it is stated in the DPL that notifications of breaches should
be made "as soon as possible," there was no explanation as to the
exact timeline of such notification. The Board has decided that the
expression "as soon as possible" should be interpreted to mean
within 72 hours.

Therefore, data controllers must notify the Board as soon as
possible and at the latest within 72 hours of becoming aware of
such breach. The Resolution also stipulates that data controllers
failing to notify the Board within 72 hours must also disclose the
reasons for the delay when they eventually notify the Board of the
breach.

2- An Application Form for Data Breach Disclosures

The Resolution also states that notifications of data breaches must
be made using a newly-issued template form entitled "Personal
Data Breach Notification Form" ("Form"). The Form is provided on
the website of the Data Protection Authority. Applicants are
requested to provide information regarding breaches under a
number of headings in the Form, such as (i) details about the
breach (e.g., whether it is a first disclosure or submitted to provide
follow up information; date, information and source of the breach;
the event that caused the breach; personal data categories
affected; estimated number of affected data subjects and records;
the reasons for any delays in notification); (ii) possible outcomes
and effects on data subjects and the data controller; (iii) details and
results of any cyber-attacks that may have occurred; and (iv) any
precautions that may have been taken.

Documents evidencing the facts disclosed under the From should
also be attached to the form.

3- Notification of Affected Data Subjects

The DPL obliges data processors to notify the relevant data
subjects of the breach as well. The Resolution holds that once data
controllers identify the data subjects affected from the data breach,
the relevant data subjects must be notified immediately. If the
affected subjects’ contact information is not available, the
notification should be made through other available methods, such
as making an announcement on the data controller's website.

4- Obligation to Keep Records of Breaches

The Resolution also states that data controllers must keep records
of breaches and their consequences together with any precautions
taken against such breaches, and must make these records readily
available to the Board for inspection.

5- Obligation to Prepare a Data Breach Intervention Plan

As per the Resolution, data controllers must prepare and review
periodically a data breach intervention plan, determining issues
such as the internal reporting line in case of a data breach, and
responsible persons for disclosures and assessments of possible
outcomes of data breaches.


http://www.herguner.av.tr/

Karar kapsaminda veri ihlali sonuglarinin Tirkiye'de yerlesik ilgili
kisileri etkilemesi ve ilgili kisilerin sunulan Urin ve hizmetlerden
Turkiye'de faydalanmalari durumunda, yurt disinda yerlesik veri
sorumlusu tarafindan da ayni esaslar gergevesinde Kurul'a
bildirimde bulunulmasi gerektigi ifade edilmistir.

7 - Veri igleyenlerin Bildirim Yiikiimliliigi

Daha once Kurul tarafindan yayimlanan cesitli rehber ve
aciklamalarda yer verildigi gibi, Karar'da da veri ihlalinin, veri
isleyen nezdinde bulunan kisisel verilerin kanuni olmayan yollarla
bagkalar tarafindan elde edilmesi seklinde gerceklesmesi halinde,
veri igleyenin bu konuda herhangi bir gecikmeye yer vermeksizin
veri sorumlusuna bildirimde bulunmasi gerektigi de agikca ifade
edilmistir. Zira veri ihlali ile ilgili yGkimluligin veri sorumlusu
nezdinde oldugu, dolayisiyla bu ihlale iliskin de veri sorumlusunun
bildirim yUkUmluliklerini yerine getirmesi gerekecedi géz 6niinde
bulundurulmahdir.

Daha fazla bilgi ve sorulariniz igin:

Deniz Tuncel (dtuncel@herguner.av.tr)
Melike Gencalp (mgencalp@herguner.av.tr)
Seyda Leger (stanriover@herguner.av.tr)

Buyuikdere Caddesi 199, Levent 34394 ISTANBUL
Telefon: (90) 212 310 18 00 Fax: (90) 212 310 18 99
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-Hergiiner Bilgen Ozeke uluslararasi miivekkillere sahip tam
tesekkilli  bir hukuk burosudur. Bu bilten Tirkiye'de hukuk
alanindaki gelismeleri paylasmak amaciyla hazirlanmistir. Biilten,
hukuki bir gorus veya yonlendirme olarak alinmamalidir ve genel
bilgi icin hazirlanmstir.
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6- Notification by Foreign Data Controllers

The Resolution also states that breaches of data held under
possession of a data controller residing abroad must also be
disclosed to the Board in accordance with the same rules and
procedures if the results of such breach affect data subjects
residing in Turkey, and the products and services provided are used
by data subjects in Turkey.

7- Reporting Obligations of Data Processors

In line with other guidelines and explanations published earlier by
the Board, it is clearly stated in the Resolution that unlawful third-
party access to personal data kept by data processors should be
disclosed to the affected data controllers without delay. It must be
noted that the obligation to make the necessary notifications lies
with the data controllers; therefore, the data controller will also need
to notify the Board and the relevant data subjects of breaches
occurring under the responsibility of data processors.

For further information please contact:

Deniz Tuncel (dtuncel@herguner.av.tr)
Melike Gengalp (mgencalp@herguner.av.tr)
Seyda Leger (stanriover@herguner.av.tr)

Buyikdere Caddesi 199, Levent 34394 ISTANBUL
Telephone: (90) 212 310 18 00 Fax: (90) 212 310 18 99

http://www.herguner.av.tr

- © 2019 Hergliner Bilgen Ozeke Attorney Partnership

-Hergiiner Bilgen Ozeke is a full-service Turkish law firm with major
international clientele. This bulletin is to inform the recipients
concerning certain recent legal developments in Turkey. It does not
constitute legal advice or legal opinion on any specific facts or
circumstances, and the contents are intended to be general
information purposes only. The advice of legal counsel should be
obtained for specific questions and concerns.
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